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COMPUTER SECURITY THREATS: STUDENT CONFIDENCE IN THEIR KNOWLEDGE OF

COMMON THREATS

George Schmidt, University of Arkansas - Fort Smith
Margaret Tanner, University of Arkansas - Fort Smith
Thomas Hayes, University of Arkansas - Fort Smith

This paper investigates the possible existence of overconfidence by business students in their knowledge of different
types of malware that may be present in current computer information systems. This article focuses on the students’
ability to understand and identify three main types: viruses, Trojans and spyware. The results are consistent with
research suggesting that many students believe their computer knowledge is adequate (Weston and Barker, 2002), when
the opposite may be true. Further, in an educational setting, students’ overconfidence in their computer knowledge
exacerbates the problem of faculty falsely assuming that students have adequate computer knowledge (Messineo and

DeOllas, 20035).

INTRODUCTION

Over the past two decades. the development of computer
technology has profoundly impacted virtually every part ol our
lives, from automobiles to education to home entertainment
For example, the proliferation of the Internet has forever
changed the E-mails instant
messaging have replaced written memos and the telephone as
the primary means of communication. At the same time,
malware, such as viruses and spyware, has emerged to
undermine further advancements and pose serious threats to

way we communicate and

personal and business information

To address these concerns, it is important to have the
knowledge and skills to deal with threats posed by such
malicious software. Colleges and universities are a logical

setting for individuals to learn about viruses and other forms of

malware. Moreover, students in a college setting are expected
to be proficient with computers as a necessary part of college
life (Eisenberg & Johnson, 2002: Weston & Barker, 2002)
Interestingly, prior research suggests that faculty may
falsely that adequate  computer
knowledge when in fact. the opposite may be true (Messineo
and DeOllos, 2005). In turn, faculty will make assignments
based on technical
competencies, which may negatively impact student success

assume students  have

their — expectations  of  students’
To further complicate the issue, students tend to believe then
computer skills are adequate to meet their instructors”™ needs
(Weston and Barker, 2002)

overconfident in their abilities

In other words, students may be

The purpose of this study s to examine whether or not

students are overconfident with respect to their knowledge of

various computer security threats (e.g., viruses). Students who
are overconfident are more likely less prepared to
face such threats in the workplace. Further,
overconfidence exacerbates faculty misconceptions regarding
student preparedness. Thus, results will be useful for faculty
and administrators in designing curricula that adequately
prepare students to enter the workforce

to be

students’

Malware

at the college

Computer proficiency is essential to success
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level (Eisenberg & Johnson, 2002; Weston & Barker, 2002).
Ihis proficiency should include a working knowledge of
malware, including viruses and spyware. Several types of
malware are considered in the current study: specifically, we
are nterested in viruses, Trojans, and spyware. A computer
virus is a program that attaches itself to other computer
programs, generally without the user’s knowledge. Although a
precise definition of computer viruses can be elusive, Crume
(2000) provides a working definition of the term, which
includes the following two criteria

o the computer virus executes itself when the host program is
run, and
e the computer virus replicates by attaching a copy of itself to

other programs when it is executed

What makes viruses so insidious is their ability to spread
throughout a host’s computer before causing any noticeable
damage (Hall, 2004). The type of damage varies considerably
depending on the nature of the virus. Some viruses do minimal
damage simply by taking up disk space or processing capacity,
and that damage may even be accidental (Maximum Security,
2001 Most

damage. For

viruses, however, cause moderate to extensive

example, boot sector viruses, spread from

computer to computer via floppy disks. can ultimately prevent
a host computer’s operating system from working (Maximum

2001) which attack data files such as

Security Macro viruses
Microsott

data

Word documents. can result in significant loss of
2001)

particularly damaging when sent via email

(Maximum  Security, I'hese macro viruses are
Unsuspecting users
may ultimately forward the infected message to many users,
making containment of such viruses difficult (Crume, 2000).
Some viruses are especially dangerous because of their
ability to overwrite hard drives and effectively wipe clean the
Basic Input/Output System (BIOS) on a user’s system. On
modern computers, the BIOS, which contains the necessary
commands to read and write to hard drives and other auxiliary
cquipment (e.g., Keyboard), can be upgraded to recognize new
input/output devices, such as an external hard drive (Crume,
2000). Several viruses, such as the CIH virus is programmed to

wipe out the BIOS on a user’s system, rendering the computer
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useless (Crume, 2000).

Although they are often considered a type of virus, Trojans
are different in that they do not spread on their own. Like
viruses, they do contain malicious code, but unlike viruses,
they cannot replicate themselves (Crume, 2000). Trojans
essentially spread from computer to computer under the guise
of something harmless, usually as an e-mail attachment. For
example, the ILOVEYOU Trojan arrived to unsuspecting users
as an e-mail attachment. Once the user opened the seemingly
harmless attachment. the Trojan would mail itself to anyone in
the user’s address book, consuming resources, and ultimately
denying service to the user (Maiwald, 2003)

Spyware refers to a variety of programs that, once loaded
surreptitiously personal
information and monitor web pages accessed by the user
(Carvey, 2005). These spyware programs can enter into a
computer several ways, for example, as attachments to
freeware or shareware (Kucera et al.,, 2005). While spyware
does not necessarily pose the same threats as viruses and
Trojans. it can still have negative consequences for the user.
For instance, spyware programs have the potential to collect
not only relatively innocuous personal information, such as
name, gender, and marital status (Kucera et al., 2005), but also
potentially harmful information, such as social security and
bank account numbers (Warkentin et al., 2005). Furthermore,
certain spyware programs can inundate the user with unwanted

on a user's computer, collect

information in the form of pop-up advertisements, redirect the
user to spyware-affiliated websites, and even plant viruses and
I'rojans on the user’s computer (Warkentin et al., 2005).

Most importantly, the emergence of such spyware programs
individual Indeed,
research suggests that individuals are concerned about their
online privacy (Kucera et al., 2005; Dinev and Hart, 2004;
Sheehan, 2002; Lohr, 2000). In addition, about
individual privacy are such that public policymakers are
abandoning their laissez-faire approach to privacy protection,
recognizing that the private sector has failed in its efforts to
self-regulate (Kucera et al., 2005)

raises serious concerns about privacy

concerns

Overconfidence

Overconfidence in one’s ability is a phenomenon that can
found n of literature. In fact, rescarch
suggests that overconfidence is a strong human tendency. For
example, Arkes et (1986) suggest link between
overconfidence and aid rehance, finding that
individuals tend to ignore the results of a decision aid (e.g.,
checklist or decision support system) in favor of their own
judgment, even when their own judgment proved to be

be a broad range

al a

decision

maccurate.

Overconfidence is also found in business settings, such as
capital markets. Specifically, investors tend to be overconfident
in their abilities, which ultimately create iefficient markets
(Ko & Huang, 2007; Chen et al., 2007)
suggests that even entrepreneurs exhibit overconfidence, which

Moreover. research

may attribute to the high failure rate among new business

owners (Koellinger et al., 2007)
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Overconfidence is also prevalent in academic settings. Prior
research (Clayson, 2005; Kennedy et al, 2002) finds that
students tend to be overconfident in their abilities,
overestimating their performance on exams. Moreover, as
Kruger and Dunning (1999) suggest, if students don’t realize
their lack of knowledge, then teachers are faced with a
quandary since they tend to only focus on teaching their
particular subject (Kennedy et al,, 2002). In other words,
faculty may omit coverage of necessary skills or content
arcas  which support student learning of a particular
subject.

In the present study, we look at students’ overconfidence in
their knowledge of various malware, including viruses,
Trojans, and spyware. Since many business students will play
an important role in maintaining the integrity and reliability of
company data (Hall, 2004), they are expected to have adequate
knowledge of such computer security threats before they enter
the workplace. Thus, it is important to understand whether or
not students are overconfident in their knowledge of such
threats. If students are overconfident, faculty face the additional
challenges of helping students recognize their lack of
knowledge in that area. Accordingly, we test the following
proposition:

Business students  will be overconfident in their
knowledge of computer security threats, specifically,
viruses, Trojans, and spyware.

Methodology

Students in multiple sections of a junior-level Accounting
Information Systems (AIS) course completed a survey and a
test over malware. Sixty-four business students from a small,
public University in the Mid-South participated in the study,
which was conducted in two parts. First, students completed a
that asked them to self-report their knowledge of
various computer threats (e.g., viruses, spyware, etc.). Students
also indicated whether or not they had taken a course that
addressed computer security threats. Once they completed the
first students took a test assess their actual
knowledge of various computer threats. The test consisted of
several multiple-choice questions related to viruses, Trojans,
and spyware. In this set of questions, students were asked to
recognize the characteristics and effects of trojans, spyware and
viruses. The purpose was to determine if they could correctly
distinguish between these three types of malware. The results
of both instruments were compiled and are discussed in the
next section.

survey

survey, to

Results

Table | presents descriptive statistics for participants’ self-
reported knowledge of computer threats. Although only 11% of
the sample indicated they had taken an AIS class, 88%
indicated they knew what viruses were and how they worked.
Further, 80% indicated they knew what spyware was, and 42%
said they were familiar with Trojans.
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Table 1

vey ltem

SaVE YLl
Are you a traditional student?

Do you know wh computer virus i
\ Do you know what a computer Trojan

Do you know what a computer spyware

To test the proposition that students were overconfident
with respect to their knowledge of computer threats (i.e.,
viruses, Trojans, and spyware), it was first necessary to develop
a “passing” score for the second part of the study. For example,
students answered several questions that assessed their
knowledge of various computer threats, including viruses. For
each type of threat, three different questions were included to
test the student’s knowledge. To achieve a passing score on an

and what it does”?
and what it does?
and what it does”

| Answered “Yes™
ass that describes in detail computer malware? | 11% |
44%
— o S e S =
: - ‘ 88% .
S l 42% |
- - | 80% |

I

individual type of threat, a student had to correctly answer at
least two of the three (67%) questions.

We calculated t-tests to determine if students’ performance
scores for viruses, Trojans, and spyware differed significantly
from the passing score. Specifically, to test the overconfidence
hypothesis, only those students who self-reported they knew
about viruses, Trojans, and spyware were used. Table 2 below
summarizes these results.

Table 2
I'ype of Number of students | Mean score on \ Number of students Mean score on |
Malware | with knowledae lest questions { without knowledge | test questions
Virus S0 | 8 | 13%
Irojans 27 9% 37 % |
Spyware h) 4% 13 10% |

It is apparent that
particularly well on the test questions regarding computer
threats. Of 64 participants, 56 (88%) indicated they knew about
viruses. The average score on those test questions for those 56
students was 28%, which is significantly lower than a passing
score of 67% (t = -11.468, p < 0.001). This result suggests that
students were overconfident with respect to their knowledge of
viruses. Further, a t-test was computed to determine if the
scores of those students who indicated they knew about viruses
differed from those students who indicated they did not know
about viruses. The average score for those students who
indicated they did not know about viruses was 13%, which
does not differ significantly from the average score of those
students who indicated they knew about viruses (28%: t
1.673, p = 0.099). Namely, students who indicated they knew
about viruses did not score significantly better than those
students who indicated they did not know about viruses.
lending additional support to the overconfidence proposition.

Of 64 participants. 27 (42%) self-reported knowledge of
Trojans. The average score for those 27 students was 9%,
which is significantly lower than the passing score of 67% (t =
-20.254, p < 0.001). Similar to the above results for viruses, the
results suggest that students were also overconfident with
respect to their knowledge of Trojans. Further, a t-test was
computed to determine if the scores of those students who
indicated they knew about Trojans differed from those students
who indicated they did not know about Trojans. The average
score for those students who indicated they did not know about
Trojans was 6%, which does not differ significantly from the
average score of those students who indicated they knew about
Trojans (9%; t = 0.661, p = 0.511). Namely, students who
indicated they knew about Trojans did not score significantly
better than those students who indicated they did not know

neither set of students performed

(55}
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about Trojans, lending additional support to the overconfidence
proposition.

Of 64 participants, 51 (80%) self-reported they knew about
spyware. The average score for those 51 students was 14%,
which is significantly lower than the passing score of 67% (t
-19.495, p 0.001). Similar to the above results for both
viruses and Trojans, the results suggest that students were also
overconfident with respect to their knowledge of spyware.
Further, a t-test was computed to determine if the scores of
those students who indicated they knew about spyware differed
from those students who indicated they did not know about
spyware. The average score for those students who indicated
they did not know about spyware was 10%, which does not
differ significantly from the average score of those students
who indicated they knew about spyware (14%; t = 0.679, p =
0.499). Namely, students who indicated they knew about
spywar did not score significantly better than those students
who indicated they did not know about spyware, lending
additional support to the overconfidence proposition.

Discussion and Implications

As the above results students  tend to be

overconfident with respect to their knowledge of several

suggest,

In
fact, their performance on a test designed to assess their

computer threats, namely, viruses, Trojans, and spyware

knowledge of such threats does not differ significantly from
those students who indicated they did not know about these
common types of computer security threats. These results are
consistent with prior research that finds that individuals tend to
be overconfident in many contexts. Additionally, the results
arc consistent with research suggesting that many students
believe their computer knowledge is adequate (Weston and
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Barker, 2002), when the opposite may be true.
Further, in an educational setting, students’ overconfidence

m their computer knowledge exacerbates the problem of

faculty falsely assuming that students have adequate computer
knowledge (Messineo and DeOllas, 2005). Specifically, if a
faculty member assumes incorrectly that students have an
adequate understanding  of  computer  security  threats, the
students and’or thewr institutions may be vulnerable to costly
security breaches. In addition, student learning will not be
maximized 1t these threats and possible consequences are not
discussed in the classroom

I this that
students are employed, further consequences may be realized in
the busmess  world the

resources to engage experts to help safecuard thewr computer

lack of knowledee persists until such time

Larger companies typically have

systems.  However, smaller busimesses tend to rely on the
knowledge of existing and new employees. If these employees
do not have the requisite knowledge of such security threats,
then their employers may face significant losses from damaged
computer
potential new hires, small businesses would likely benefit from
Ihis
security

systems. Given that such overconfidence exists in
computer security services offered in their communities
may
professionals to increase their range of services and clients

Issue |)In\|dc an - opportunity for compulter

Limitations and Future Research

Research i overcontidence (Kruger and Dunning, 1999)
suggests that poor performance can be overcome by improving
skill of this
proposition can be tested by conducting pre- and post-tests of
1"
other

the level participants. In future  rescarch,

the knowledge of computer security issues. In addition. it mig

be interestine to examine student overconfidence in

business disciplines. Does the degree of overconfidence vary
across subject matter, for example? The answer to this question
could have important mmplications  for the content and
pedagogy used withim our programs

Furthermore, because of the potential threats to small
business computer systems, we plan to extend this rescarch to
determine if this overconfidence carries into the workplace. For
example, do business owners or managers understand common
computer security threats, or do they rely on others to protect
their systems? In addition, one limitation of the present study 1s
that we examined student knowledge with respect to only a few
potential threats to computer security. There are other threats
which could be examined as well. For example, do students and
business people understand the threats that phishing or war
driving attacks can pose? Furthermore, do they know how to
protect their  computers  or from such attacks”
Currently, there is no one piece of software that can deteet all

Iherefore, data and system security will

systems

computer malware
continue to be a concern to individuals and businesses. Are we
sure our students are adequately prepared to deal with these

challenges?
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